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Cybercrime 170 | 633 | 609 | 526 | 684 -3,79% | -13,63% | 30,04% ﬁ.
Hacktivism 114 | 368 | 451 | 236 | 209 | 222,81% | 22,55% | -47,67% | -11,44% ‘
- 23 | 29 | 67 | 69 | 96 | 26,09% | 131,03% | 2,99% | 39.13% ﬁ
Espionage
Information
Warfare 14| 43 | 25 | 42 | 23 | 207,14% | -41,86% | 68,00% | -45,24% ,‘
Distribuzione percentuale degli attaccanti nel periodo 2011 - 2015
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Distribuzione percentuale delle tecniche di attacco - 2011 - 2015
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2011
2012
2013
12014
#2015

cuni dati in Italia / 2

SQL Injection 197 | 435 | 217 | 110 | 184 | 120,81% | -50,11% | -49.31% | 67,27% | @
Unknown 73 | 298| 239 | 199 | 232 | 30274% | 1871% | -1674% [ 1658% | 4
DDoS 27 (165 | 191 81 | 101 [ 511,01% | 1576% | -57.59% | 2069% | 4
Known Vuln/ 107 | 142 | 256 | 195 | 184 | 3271% | 80.28% | -23.83% | -5.64% | 2
Misconfig

Malware 3 | 61| 57 [127[ 106 79.41% | -656% | 12281% | -1654% | g,
Account Cracking | 10 | 41 [ 115 | 86 | 91 | 310,00% | 18049% | -2522% | 581% | e
Phishing/Social

i 10 | 21| 3| 4|6 |11000%|8571% | 3333% |5000% | 4
Multiple

T e/t | & | 13| 71| 60 [ 104 | 11667% | ase s | 150 | 7833 | g
0-day s | 8| 3|83 |6e000% |-6250%]|16667% | 6250% | B
Phone Hacking 0 3 0 3 1 -66,67% ‘
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Due Idee Chiave

" Diventare “hacker” e sempre piu facile

" || fattore umano e sempre piu importante
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Banco di prova
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1) Preparazione del RAT
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2) Contagio
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