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Sensitive economic sectors to cyber threats 

in the close future the economic prosperity of a country will be measured  
according to the degree of security of its cyberspace 
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Cyber space and economic growth 

Top economic driver  
for a nation 

Digitalizing primary services 

Weak Supply chain 

1-2% GDP for each 
10% of connected 
citizen (WEF) 

Cyber Crime 

Inherent fragility of  
complex systems 

Denial of service 



internet 

internet 

internet 

Cyber Attacks 

Business  
continuity 

In cyber space is always emergency! 

Peaks of 
thousands attacks 
per hour 

Attacks on evenings 
and weekends 

Asymmetry 

increasingly  
powerful, simple and  

inexpensive tools 
 

difficulty to attribute  



INTELLIGENCE AND ATTACKS IN 
CYBER SPACE 



Attacks in cyber space 

• «upstream monitoring» (agreement with Telco 
providers) 

• «downstream monitoring» (agreement with 
ISP providers) 

• Malware campaign and Advanced Persistent 
threats 

• Denial of Service 
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Cyber Espionage - Cyber Weapons 

internet 
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vulnerabilità 

internet 
Vulnerabilities 

patents  
sensitive government information 

sensitive industrial information etc. 
 
 

Cyber Espionage - Cyber Weapons 



Gauss Geography 
 Target: Lebanon Banks 
surveillance tool used to monitor accounts and 
money flow.  
 

Stuxnet Geography 
Target: SIEMENS Scada Systems 

slowing the infected centrifuges down to a few 
hundred hertz for a full 50 minutes  to destroy the 

machine 



Vocaboulary 

• Vulnerability 

• Software Bug 

• Software bug vs vulnerability 

• Exploit 



THE ADVERSARY 
 



Who is behind the cyber threat 

BLASTER 

STUXNET 

DUQU 

CONFIKER 

I LOVE YOU 

Flame 

GAUSS 

MIRAGE 

Virus APT, Malware 

Till 2004 
today 

ZEUS 



Adversary 

• Levels of expertise 

• Available resources  

• Objectives  

• Attack vectors 

• Behaviour 



Data Exfiltration  



Advanced Persistent Threats 
• sophisticated levels of expertise  

• significant resources  

• Objectives (footholds within the information technology infrastructure of 
the targeted organizations) 
– exfiltrating information  

– undermining or impeding critical aspects of a mission,  program, or organization  

– positioning itself to carry out these objectives in the future 

 

• multiple attack vectors 

• behavior 
1. pursue its objectives repeatedly over an extended period of time;  

2. adapt to defenders’ efforts to resist it  

3. determined to maintain the level of interaction needed to execute its objectives. 





THE EQUATION GROUP 



 



 



Implant the malware  

• The equation group 

– Self-replicating (worm) code – Fanny 

– Physical media, CD-ROMs 

– USB sticks + exploits 

– Web-based exploits 



Infecting the hard drive firmware 

• Reprogramming and Flashing HDD firmware  
• Modules in EQUATIONDRUG and GRAYFISH platforms 

(from 2010 to 2013) 
• 12 Drives categories: “WDC WD”, “ST”, “Maxtor STM”, 

“SEAGATE ST”, “SAMSUNG”, “WDC WD”, “IC”, “IBM”, 
“Hitachi”, “HTS”, “HTE”, “HDS”, “HDT”, “ExcelStor” etc. 

• reprogrammed by a series of ATA commands. The plugin 
uses a lot of undocumented, vendor-specific ATA 
commands 

• Identified only a few victims. This indicates that it is 
probably only kept for the most valuable victims 



ROCKET KITTEN: EXPERTS IN 
PHISHING 



Victims 
• Civilian organizations in 

Israel 

• Academic organizations in 
Israel 

• German-speaking 
government organizations 

• European organizations 

• European private 
company 



Rocket Kitten spear-phishing emails 





US Agencies data breach 
passati da 27.000 nel 
2009 a 46.000 nel 2013 
con boom di attacchi a 
strutture ospedaliere 



GOVERNMENTS AND CYBER 
THREATS 
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Towards a Cyber Security National Strategy 

CERT 

Public Private 
Information Sharing 

Law enforcement 

Early warning system  Cyber Intelligence 

Cyber security  
education 

Research and  
Development 

Adequate response  
measures 

Grow of security experts 
Improve preparadeness 

 





Complex Implementation 

“Obama’s Cybersecurity Order 
Exempts Software” 5 March 2013 

“Google, Apple and Microsoft may be exempt from 
Obama’s cybersecurity order” 

14 Feb  2013 

“Problematic voluntary adoption plan” 



Complex Implementation 



Italian Framework 
for cyber security 

implementation 
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Private 
Organizations 

Ministry 
of Justice 

Ministry 
of Foreign 

Affairs 

CNAIPIC 

Ministry 
Economic 

and Finance 

MoI 

DPCM 23/1/2013 

Interministerial Committee for the 
Security of the Italian Republic (CISR) 

NISP (Interministerial 
Committee of cyber crysis) 



IL LABORATORIO NAZIONALE DI 
CYBER SECURITY 
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«A livello Nazionale è imperativo sviluppare un 
approccio coordinato e multi-dimensionale con obiettivi 
condivisi e ampiamente partecipati tra le 
amministrazioni dello Stato, il mondo privato, 
accademico e della ricerca scientifica» (pagina 6) 

Il Ruolo delle Università nel Quadro 
Strategico di Sicurezza Cibernetica Nazionale 
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• Ricerca 

• Formazione 

• Innovazione 

• Consapevolezza 

 

Ruolo dell’Università 
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• Eccessiva frammentazione  delle 
competenze 

• Competenze monotematiche 

• Distacco dall’economia reale 

• Autoreferenzialità 

Problemi dell’Università 
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Per affrontare la minaccia cyber c’e’ bisogno di attori 
Nazionali che siano in grado di mettere in rete le 
eccellenze del paese nella ricerca e di assicurare una 
efficace azione di supporto all’implementazione di azioni 
governative, di formazione e di awareness 

 

 

 

Local vs Nationwide approach 



39 

Laboratorio Nazionale di Cyber 
Security 

• Creato a Maggio 2014, operativo da Ottobre 2014 

• Orchestrare ed organizzare l’eccellenza Accademica di Cyber-
Security (e.g., cryptography, dependability, information security, hardware 

security, malware analysis, CIP, risk management, intelligence etc.)  

• Mappatura fine della ricerca e formazione in Italia 

• Mettere a sistema l’esistenza di gruppi di eccellenze su 
specifici argomenti sparsi sul territorio Nazionale 

• Supportare azioni governative a carattere locale e Nazionale  

• Innovazione in ambito Cyber Security 



240 Faculties  
– 68 Full Prof 
– 57 Ass. Prof 
– 100 Researchers 

178 PhD students 
76 postdocs 
51 Experts 
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• Allargare il Laboratorio Nazionale  

– ad altri enti di ricerca: 

• CNR 

• ENEA 

• FBK 

–  ad altre Univ. Italiane rilevanti 

–  ad altri consorzi rilevanti sul modello CINI 

• Aumentare il grado di multidisciplinarietà come 
misura del successo del Laboratorio 

Laboratorio Nazionale di Cyber 
Security: Inclusività 



Advices&frameworks 

Education&Skills& 
Certification 

NATIONAL  
AWARENESS 
(white book) 

Capabilities 
Expertise Persons at  

different local  sites 

EU WG 
NATIONAL GIF 

WG 



http://www.consorzio-cini.it/lab-cyber-security 
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Accordo con DIS 




